lMepeBopg € pycckoro Ha aHrnumuckun, IT:

Specifications

Key features

Based on a secure microcontroller

Interface: USB

EEPROM memory: 32, 64 and 128 KB

Overall dimensions: mm 58x16x8

Weight: 6,3 g

32-bit unique serial number

Support OS: Windows 98/ME/2000/XP/2003/Vista, Linux

Support standards: ISO/IEC 7816, PC/SC, GOST 28147-89, Microsoft Crypto API and
Microsoft Smartcard API, PKCS#11 (v. 2.10+)

Personal Crypto Service Provider and ICC Service Provider with a standard set of
interfaces and API functions

Possibility of integration into any smartcard-oriented software products (e-mail-, internet-
, payment systems, etc.)

GOST 28147-89 support

Hardware implementation of Russian cryptographic algorithm

Encrypt of external data in any mode: simple substitution, XOR with password, XOR
with password feedback

Generation of 32-bit authentication code

Generating of 256-bit random numbers

Secure storage of encryption keys

File system

Built-in file system according to ISO/IEC 7816 standart

Transparent file system encryption according to GOST 28147-89

The number of created folders and the nesting level is limited only by the memory of the
token

Authentication and confidentiality

Two-factor authentication
Limiting the number of attempts of PIN code entry
3 levels of token access: Guest, User, Administrator

Additional features



o Support of X. 509 standard and algorithms RSA, DES (3DES), RC2, RC4, MD4, MD?5,
SHA-1

TexHuYeckue XxapakTepucTuKu

OcCHOBHbIe XapaKTepPUCTUKK

basupyeTcs Ha 3aIIMIIIEHHOM MUKPOKOHTPOJLIEPE

Unrepdeiic: USB

EEPROM namsate: 32, 64 u 128 K6ait

["aGapuTHbIie pazmepsl: 58x16x8 Mm

Macca: 6,31

32-0UTOBBIN YHUKAJIBHBIN CEPUITHBIN HOMEP

[TognepxuBaembie OC: Windows 98/ME/2000/XP/2003/Vista, Linux

[Moanepsxka cranmapros: ISO/IEC 7816, PC/SC, TOCT 28147-89, Microsoft Crypto API

u Microsoft Smartcard API, PKCS#11 (v. 2.10+)

e Co6ctennsnie Crypto Service Provider u ICC Service Provider co ctanmapTHbIMU
Habopamu uHTepdeiicos u ¢pynkimii API

e Bo3MOXHOCTH MHTErpaIuu B JIto0bIe smartcard-opueHTUPOBAHHBIC TPOTPAMMHBIC

npoayKThl (e-mail-, internet-, miare)xHple CUCTEMBI | T. I1.)

Moanepxka FOCT 28147-89

e AmnmapaTHas peanu3anus poCCUHCKOro aaropuTma mudpopanus

e IlludpoBanue BHEMIHUX JTAaHHBIX B JIIOOOM pexXHUMeE: IPOCTas 3aMeHa, FTaMMHPOBaHUE,
raMMHpOBaHHUE ¢ 0OpaTHON CBSI3bIO

e BripaboTka 32-0MTOBOI HIMUTOBCTaBKU

o T'enepanus 256-OUTHBIX CITy4alfHBIX YUCEN

e 3amMIleHHOE XpaHEeHue KIrdel muppoBaHus

dannosasa cucrema

o Bcerpoennas ¢aitnosas cuctema no crangapty ISO/IEC 7816

o IIpospaunoe mmppoBanue paiinosoii cucremsr mo 'OCT 28147-89

o KonnyectBo co3qaBaeMbIX MarnoK U ypOBEHb BJIOXKEHHOCTH OTPAHUYEHBI TOIBKO
00BEMOM MaMATH TOKEHA

AyTeHTUdUKauus n KoHpgeHUManbHOCTb

e JIByx(axTopHas ayTeHTHPUKALUS
e Orpannuenue yncna nonsITok BBoAa PIN-koxa



e 3 ypoBHs noctyna K TokeHy: I'octs, [lonbs3oBaTens, AaMuHHCTpATOP

JononHutenbHble BO3MOXHOCTU

e Tloanepxxka crangapra X.509 u anropurmoB RSA, DES (3DES), RC2, RC4, MD4, MDS5,
SHA-1



